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Summary

Severity -Critical

Description of Problem

A vulnerability has been discovered in NetScaler ADC (formerly Citrix ADC) and NetScaler Gateway (formerly
Citrix Gateway). Refer below for further details.

Affected Versions

The following supported versions of NetScaler ADC and NetScaler Gateway are affected by the vulnerabilities:

¢« NetScaler ADC and NetScaler Gateway 14.1 BEFORE 14.1-43.56

« NetScaler ADC and NetScaler Gateway 13.1 BEFORE 13.1-58.32

¢ NetScaler ADC 13.1-FIPS and NDcPP BEFORE 13.1-37.235-FIPS and NDcPP
« NetScaler ADC 12.1-FIPS BEFORE 12.1-55.328-FIPS

Note: NetScaler ADC and NetScaler Gateway versions 12.1 and 13.0 are now End Of Life (EOL) and are vulnerable.
Customers are recommended to upgrade their appliances to one of the supported versions that address the
vulnerabilities.

Additional Note: Secure Private Access on-prem or Secure Private Access Hybrid deployments using NetScaler
instances are also affected by the vulnerabilities. Customers need to upgrade these NetScaler instances to the
recommended NetScaler builds to address the vulnerabilities.

This bulletin only applies to customer-managed NetScaler ADC and NetScaler Gateway. Cloud Software Group
upgrades the Citrix-managed cloud services and Citrix-managed Adaptive Authentication with the necessary
software updates.

Details

NetScaler ADC and NetScaler Gateway contain the vulnerabilities mentioned below:
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What Customers Should Do

Cloud Software Group strongly urges affected customers of NetScaler ADC and NetScaler Gateway to install the
relevant updated versions as soon as possible.

¢ NetScaler ADC and NetScaler Gateway 14.1-43.56 and later releases

¢ NetScaler ADC and NetScaler Gateway 13.1-58.32 and later releases of 13.1

¢ NetScaler ADC 13.1-FIPS and 13.1-NDcPP 13.1-37.235 and later releases of 13.1-FIPS and 13.1-NDcPP
¢ NetScaler ADC 12.1-FIPS 12.1-55.328 and later releases of 12.1-FIPS

Additionally, we recommend running the following commands to terminate all active ICA and PColP sessions after
all NetScaler appliances in the HA pair or cluster have been upgraded to the fixed builds.:

kill icaconnection -all
kill pcoipConnection -all
Please ensure that the formatting remains intact as you copy and paste these commands.

Note: NetScaler ADC and NetScaler Gateway versions 12.1 and 13.0 are now End Of Life (EOL) and no longer
supported. Customers are recommended to upgrade their appliances to one of the supported versions that
address the vulnerabilities.
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Disclaimer

The information on this page is being provided to you on an "AS IS" and "AS-AVAILABLE" basis. The issues
described on this page may or may not impact your system(s). Cloud Software Group, Inc. and its subsidiaries
(collectively, "Cloud SG") make no representations, warranties, or guarantees as to the information contained
herein. ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING, WITHOUT LIMITATION, INCLUDING,
BUT NOT LIMITED TO, IMPLIED WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT AND FITNESS FOR
A PARTICULAR PURPOSE ARE HEREBY DISCLAIMED. BY ACCESSING THIS PAGE, YOU ACKNOWLEDGF THAT
CLOUD SG SHALL IN NO EVENT BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, PUNITIVE
CONSEQUENTIAL DAMAGES THAT ARISE OUT OF YOUR USE OR FAILURE TO USE THE INFORM.,

CONTAINED HEREIN. Cloud SG reserves the right to change or update the information on this page ac aiy wine.



We accordingly recommend that you always view the latest version of this page. The information contained herein
is being provided to you under the terms of your applicable customer agreement with Cloud SG, and may be used
only for the purposes contemplated by such agreement. If you do not have such an agreement with Cloud SG, this

information is provided under the cloud.com Terms of Use, and may be used only for the purposes contemplated
by such Terms of Use.
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