User Integration:

Keycloak Base URL : http://localhost:8080
App Base URL : http://localhost:9090
Realm Name : servermeile
Realm Client Id : servermeile_new

1. Login:
	Fields
	Description

	UserId
	User ID will get from the Keycloak Once user create at Keycloak Side

	Tenant
	Tenant Id which belongs to user

	emailAddress
	This will use for authentication the application

	Password
	This will use for authentication

	FirstName
	User’s First name

	LastName
	User’s Last name

	RealmRoles
	User’s Role like : admin or user

	isVPNUser
	

	emailNotification
	


	
Keycloak API: ${keycloak.baseURL}/realms/${keycloak.realms}/protocol/openid-connect/auth?client_id=${keycloak.realmClient}&response_mode=fragment&response_type=code&login=true&redirect_uri=${keycloak.appBaseURL}/cloud/afterAuthenticate

Comment:
When user click on Login button (in main.gsp) that time request will be redirect to CloudController  Login Method and This method will redirect to Keycloak Login application for authentication. Once authentication successful it will redirect to Home Page -> http://localhost:9090


2. Logout
Comment:
When user click on Login button (in main.gsp) that time request will be redirect to CloudController -> Logout method and this method will clear the existing session and invalidate the session and redirect to Home Page -> http://localhost:9090


Note: Implemented UserAuthenticatedTagLib Class to verify that session is exists or not. This method will return if the user is authenticated then role will return like “super_admin”, “admin” or “user”. If user not authenticated then it will return “None”




I have implemented UserCustomServiceImpl implementation this class as Service Layer. Here in this class all the Keycloak API related work and methods are added.

3. Create User:
Comment: This will create the user on keycloak using the api
API: ${keycloak.baseURL}/admin/realms/${keycloak.realms}/
Body: {
        	"username": "Strange",
       "enabled": true,
       "emailVerified": true,
       "firstName": "Stephen",
       "lastName": "Strange",
       "email": "drstranger@marvel.com" ,
“credentials”:{
	“type”:”password”,
	“value”:”test”,
	“temporary”:false
}
    		}
	Output:
	This user will return the user Id of the newly created user and this userid will be insert into application Database.

4. Assign the roles to User:
Comment: This will create the user on keycloak using the api
API: ${keycloak.baseURL}/admin/realms/${keycloak.realms}/ "users/"+userId+"/role-mappings/realm"
Method: POST
Body: {
        	"id": "123",
       "name": “user”,
       "description": “user role”,
       "composite": false,
       "clientRole": false,
       "containerId": "01729334-f9de-4dfb-91ea-3758a958b01d" 
    		}
	Output:
	This will assign the role based on the selection like admin or user

5. unassign the roles to User:
Comment: This will create the user on keycloak using the api
API: ${keycloak.baseURL}/admin/realms/${keycloak.realms}/ "users/"+userId+"/role-mappings/realm"
Method: DELETE
Body: {
        	"id": "123",
       "name": “user”,
       "description": “user role”,
       "composite": false,
       "clientRole": false,
       "containerId": "01729334-f9de-4dfb-91ea-3758a958b01d" 
    		}
	Output:
	This will usassign the role based on the selection like admin or user when update the user and change the role of the user

6. Delete User:
Comment: this will remove the user from the keycloak and once remove from keycloak it will remove from the system as well.
API: ${keycloak.baseURL}/admin/realms/${keycloak.realms}/users/" + userId


 Integrated SecurityConfiguration.groovy class to manage the request based on the role. 

